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1. GENERAL OVERVIEW 

The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996 
require a covered entity, (i.e., the Military Health System (MHS)) to maintain a history of when 
and to whom disclosures of Protected Health Information (PHI) are made for purposes other than 
treatment, payment and healthcare operations (TPO).  The MHS must be able to provide an 
accounting of those disclosures to an individual upon request.  Authorizations and Restrictions 
from an individual to a covered entity are included in the information that is required for tracking 
purposes. 
 
To comply with the requirements for disclosures, the TRICARE Management Activity (TMA) is 
providing an electronic disclosure-tracking tool.  The Protected Health Information Management 
Tool (PHIMT) stores information about all disclosures, authorizations and restrictions that are 
made for a particular patient.  PHIMT has a functionality built into it that can provide an 
accounting of disclosures, if necessary. 
 
1.1 Responsibilities at the Military Treatment Facility (MTF) Level 
 
The MTF should have knowledge of DoD 6025.18-R, Health Information Privacy Regulation.  A 
MTF must provide an accounting of disclosures within 60 days of the request.  If the covered 
entity cannot honor an accounting of disclosures within the 60-day period, it must provide 
information to the requestor as to the reason for the delay and expected completion date.  The 
covered entity may extend the time to provide the accounting by no more than 30 days. Only one 
extension is permitted per request. 
 

2. GETTING STARTED  

The HIPAA Support Center creates an account for the User Admin and provides them with their 
User Name and Password.  The User Admin is responsible for establishing all the accounts for 
their MTF.  For more information on establishing accounts for MTFs, please refer to the PHIMT 
User Admin Manual. 
 
2.1 User Definitions and Roles 
 
Each User is assigned to one or more organizations (an organization is a logical or physical 
entity such as an MTF, a Service or TMA). 

 
• Within an organization, each user can have one or more roles. 
• A user can have the same roles in multiple organizations, or different roles in multiple 

organizations. 
• Roles are inherited down the hierarchy. 
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A Role is a named collection of permissions.  Roles allow Users with the same permissions to be 
grouped under a unique name.  Examples of roles include: Regular User, User Admin, Privacy 
Specialist, and Tool Admin. 

 
 
• A Regular User is a general role with basic functionality.  This role can create 

disclosures and authorization requests that can be routed on to a Privacy 
Specialist. 

 
• A User Admin is a local administrator for an MTF or a designated Service.  This 

role allows one to add/modify users from within their Service and assigns roles.  
The email account administrators will handle this role for each MTF or Service. 

 
• A Privacy Specialist is the Privacy Officer or designee at an MTF or Service 

level.  This role allows the User to maintain disclosure reporting, approve/deny 
disclosure requests, amend requests, restrict and suspend disclosures, and to 
generate associated letters.   

 
• A Tool Administrator has global access to the application and will be 

maintained by the HIPAA Support Center.  This role allows the User to configure 
roles within MTFs, and create permissions within the application. 

 
2.2  Role/Organization Hierarchy  
 
The picture below illustrates the relationships of Users and Roles 
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2.3 Notices and Terms of Use 
 
To login to PHIMT you must read and accept the Notices and Terms of Use when you access the 
URL.  Then click Accept to move to the Login page. 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
2.4 Logging In 
 

1. Login using the User Name and Password that has been assigned to you by your User      
Admin.  If you have not received your User Name or Password or you need to have your 
password reset, contact your User Admin.    
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2. The first time you login you will be prompted to change the temporary password 

assigned by the User Admin.  The password must be 6 to 15 characters long and contain 
at least one: 

 
• Alphabetic uppercase character  
• Alphabetical lower case character  
• Arabic numeral (0,1,2,3,4) 
• Non-alphanumeric special character (i.e.,!,@,#,$, etc) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
3. GETTING FAMILIAR WITH PHIMT  

Your assigned role (i.e. Privacy Specialist) determines the level of access and permissions within 
the tool.  The complete PHIMT screen contains five tabs, each with their own functionality: 
 

• Patient Tab 
• User Tab 
• Admin Tab 
• Requests Tab  
• Requestor Tab 

 
Depending on an individual’s role within the tool, not all tabs will be available. 
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3.1 Patient Tab  
 
The Patient tab provides access to information by a specific patient name.  To access database 
records a user must first select a patient. 
 
The Patient Summary screen will display the following viewing options: Disclosures, 
Suspensions, Restrictions, Reports, Letters, Authorizations, Notices and Complaints. In the 
Summary Items Filter box a user can select the appropriate checkboxes to view individually or 
can select the All checkbox to view all associated records. 

 
 
 
 
 
 
 
 
 
 
 

 
Based on a user’s role, a user may access the following activities from the left side of the screen 
on the Patient tab by clicking on any of these hyperlinks: 
 

• Summary - shows a summary of all entries for a particular patient. 
• Record Disclosure - allows Privacy Specialists to enter a disclosure of PHI. 
• Accounting Suspensions - allows users to enter an accounting suspension for a patient. 
• Disclosure Restrictions - allows a user to place restrictions on who receives a patient’s 

PHI. 
• Authorization - allows a user to enter an authorization for releasing PHI. 
• Patient Profile - allows the user to look at the patient profile they are working with. 
• Patient Search - allows the user to search for any patient in the database. 
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3.2 User Tab   
 
The User tab contains all PHIMT User related information.  The User tab is designed to track all 
tasks that are assigned to you.  The User Worklist serves as your electronic inbox.  It is advised 
that you review your User Worklist to verify the any tasks that has been assigned to you. 
 
 
 
 
 
 
 
 

 
 
 

Based on your role PHIMT users will have the following access in the User Tab by clicking on 
the hyperlinks: 
 

• My Profile - where users update their information and create user-to-user relationships. 
• My Requests - where users can see status of all requests that they initiated. 
• My Worklist - where users can see and process all requests that have a task currently 

assigned to them for work. 
• Switch Organizations - where users that are assigned to more than one organization can 

switch between their organizations. 
 
3.3 Admin Tab  
 
Based on your role the Admin tab is used to regulate administrative functions of the database 
including maintaining disclosure types, manual retrievers, and organizations; and also 
creating/modifying users.  The Tool Admin role will maintain the Disclosure Type Management, 
Codes Management, Authorization Type Management and Permission Management hyperlinks.  
Note:  If there is a request for a new type of administrative function, please contact the HIPAA 
Support Center. 
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• Disclosure Type Management - allows the Admin to create Disclosure Types and specify 

their details. 
• Invoice Defaults Management - allows the setup of the system invoicing functionality 
• Codes Management - allows for the setup of system reference data.  Reference data 

appears in the drop down lists throughout the system. 
• Authorization Type Management - allows for authorization types (types of 

authorizations) to be created and edited. 
• PHI Source Management - allows the Admin to create and/or modify PHI Source details 

for the PHIMT Database. 
• Organizational Management - allows the Admin to create and/or modify organizations 

within the PHIMT Database. 
• Permission Management - allows for the setup of permissions. Also allows the Admin to 

assign different system permissions to user roles.  Permission could provide access to a 
screen or function. 

• All Users List - allows for user management. 
• User Search 
• Add User 

 
3.4 Requests Tab   
 
Based on your role you will have access to the following request options: 
 

• Complaint 
• Disclosure 
• Disclosure Accounting 
 

By selecting a Request option and pressing the Next button a user will be guided through a step-
by-step process for completing an action. 
 
 
 
 
 
 
 
 
 
 
 
 

• Complaint - A lodged complaint can be entered into the system and tracked as needed. 
• Disclosure - A request for a disclosure can be entered into the system and routed as 

needed. 
• Disclosure Accounting - A request for an Accounting of Disclosures can be entered into 

the system and routed as needed. 
• Create New Request - The default page for entering a new request. 
• Search for a Request - Search for a request that has been placed within your organization. 
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3.5 Requester Tab  
 
Based on your role the Requester tab provides access to all PHIMT Requester data.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• The Requester Summary Screen contains the option to display letters generated for 
requesters. 

• Requester Requests - a hyperlink where users can see status of all requests associated 
with a select requester. 

• Requester Profile - a hyperlink where users can see and update the requestor’s 
demographic information. 

 
4. UPDATING USER PROFILE 

Please contact your User Admin to update to your profile.  PHIMT contains profiles for all users 
within the system.  It is important to keep this information up to date; therefore all personal 
information should be updated as it changes.  The following process is used to update your User 
Profile in the PHIMT.  
 

1. Click on User tab 
 
2. Click on My Profile hyperlink located on the left side of the screen. 
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2. Verify information is correct.  Note: Please remember that a phone number will display 

on letters when generated. 
 
3. Enter correct information as needed. 
 
4.   Click Update button. 

 
4.1 Switching Organizations 
 
Users that are assigned to more than one organization have the ability to switch their 
organization from the User tab. 
 

1. Select User tab. 
 
2. Click on the Switch Organization hyperlink. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
3.  Select the organization that you need to switch to. 

 
4.  Click Select. 

 
5.  Under Current User in the top left corner you will see the organization you have switched 

to. 
 
5. PATIENT SEARCH/ ADDING A PATIENT 

5.1 Searching for a Patient  
 
The search feature in PHIMT allows you to find a patient that has already been added to the 
system.  To search for a patient please follow the steps below: 
 

1. Click on Patient tab. 
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2. Click on Patient Search 

 
 
 
 
 
 
 
 
 
 
 
 
 

3. Enter a patient’s last name or the first several letters of the patient’s last name followed 
by an asterisk within the Patient Last Name field. 

 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist. 

 
5.2  Adding a New Patient 
 
When adding a new Patient record, conduct a search within the system initially to ensure that it 
does not already exist.  Patient records must be added to the system before disclosures, 
authorizations or restrictions can be documented. 
 

1. Click on Patient tab. 
 
2. Search for Patient. 

Note:  Refer to Searching for a Patient 
 
3. If patient is not listed on results, click the Create a New Patient Record hyperlink 

located on the bottom of the screen. 
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4. Fill in the required fields:  First Name, Last Name, and Birth Date in MM/DD/YYYY 

format, Type, SSN, and FMP-SSSN for the member.  Click the Save button. 
  
5. Fill in the required fields:  Address, City, State, and the Zip Code.  In the Timezone field, 

enter the appropriate time zone.  Click the Save button. 
 

5.3 Adding a Phone Number 
 

1. Select the Patient Profile hyperlink. 
 
2. To add a phone number, scroll down to the Associated Addresses box.  Click on the ID of 

the address that needs the phone number added. 
 
3. Scroll down to the Associated Phones box.  Click the New button. 
 
4. Enter a phone number (Area code in first box, ###-#### in second box, and Extension if 

necessary in third box).  Click the Save button. 
 
5. Click the Update button within the address screen. 
 
6. The Patient Profile Screen will display indicating you have completed this task. 

 
5.4 Adding an Alternative Address 
 

Based on your role you could be responsible for entering and processing the Request for 
Alternate Communication Address.  A Patient can request that all communication containing 
PHI be sent to an address different from their home address. 
 

1. Click on Patient Tab. 
 
 
2. Click on Patient Search. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist. 
 

6. Click on the Patient Profile hyperlink located on left side of screen. 
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7. Scroll to the bottom of the Patient Profile screen; click the Alternate Communication 

button in the Associated Addresses box. 
 
 
 
 
 
 
 
 
 
 
 

 
8. Fill in the required fields:  Address, City, State, and the Zip Code.  In the Timezone field, 

select the appropriate time zone. 
 
9. In Outcome field, make selection from drop down list: 
 

• Selecting Approved records the address as an Alternate Communication Address. 
This action will record the address in PHIMT as Primary and will generate an 
approval letter to be sent to the alternate address. 

• Selecting Denied records the request for an Alternate Communication Address. 
This action will record the address in PHIMT as active but the address is not 
listed as Primary and it generates a denial letter to be sent to the Primary address. 

 
10. Click the Save button. 
 

6. AUTHORIZATIONS 

6.1 Recording an Authorization 
 
The following process is used to record an Authorization by the patient when there is an 
exchange of PHI that occurs outside of TPO. 
 

1. Click on Patient tab. 
 

2. Click on Patient Search. 
 

3. Enter a patient’s last name or the first several letters of the patient’s last name 
followed by an asterisk within the Patient Last Name field. 

 
4. Click on Search. 

 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist. 
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6. Click on the Authorization hyperlink located on the left side of the screen 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
7. Select an authorization type from the Type drop down list. 

Note:  Based on the Type Selected, the following fields are populated; however that 
data can be changed. 

 
8. Enter the Protected Health Information to be released as it was entered on the 

authorization form. 
Note:  The greater specificity that is provided by the patient, the easier it will be to 
respond to the request at the time of disclosure. 

 
9. Enter the Reason for Request/Use of Medical Information by selecting the 

appropriate checkbox or entering data in the Other field. 
 
10. Enter the Recipient information 

 
11. Enter the Authorization Start Date using (MM/DD/YYYY) format or use the calendar 

icon to select a date. 
 

12. You must also enter either Authorization Expiration or an Action Completed.  If there 
is no expiration date then text should be entered in the Action Completed field (i.e. 
Authorization to remain in effect until revoked). 

 
13. Generate an authorization by selecting the checkbox for Generate Authorization. 

 
14. Click Save. 
 
Note:  Once the authorization has been manually signed one can go back into the 
particular authorization and select the Signed checkbox and enter the date of the 
signature using (MM/DD/YYYY) format or use the calendar icon to select a date. 
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6.2 Accessing/Printing the Authorization 
 
Once the Authorization has been recorded, the following process is used to access/print the 
authorization. 
 

1. Click on the Summary hyperlink. 
 
 
 
 
 
 
 
 
 
 
 
 
 
2. Select Authorizations by putting a check mark in the correct box. 

 
3. Click Display. 

 
4. Select the correct Authorization title to generate the Authorization form. 

 
5. Print the form for the patient’s signature. 

 
6.3 Revoking an Authorization 
 
The following process is used to revoke an Authorization.  The patient may revoke an 
Authorization by requesting it in writing. 
 

1. Click on the Patient tab. 
 
2. Click on Patient Search. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist. 

 
6. Select Authorizations from the Summary Items Descriptions and click Display. 
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7. Select the associated ID Number of the specific authorization that is being revoked.  The 

Patient Authorization Management screen will display. 
 
8. Scroll to the bottom of the Patient Authorization Management screen and mark the 

Revoked checkbox. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

9. Enter the date of the revocation, using MM/DD/YYYY format or use the calendar icon to 
select the date. 

 
10. Enter the name of the Patient or the Patient’s legal representative who is revoking this 

Authorization in the Revoked by Person field. 
 

11. Click the Update button.  
 

7. RECORDING DISCLOSURES 

Depending on your role within PHIMT, disclosures can be recorded two ways: 
 

• Disclosure Requests 
• Disclosure Hyperlink 
 

The Disclosure Requests is available to Regular Users and Privacy Specialist.  Privacy 
Specialists can also use the Disclosure hyperlink to record disclosures.  Privacy Specialists who 
are recording disclosures for approval should use the hyperlink.  Using the Disclosure Requests, 
a disclosure can only be forwarded on for approval/denial. 
 
 
 
 
 
 
 
 
 

User Guide 15 



Protected Health Information Management Tool  Military Health System 
 
7.1 Disclosure Requests 
 
The Disclosure Requests can be used by Regular Users to forward disclosures to the Privacy 
Specialist for approval or denial. 

 
1. Click on the Requests tab. 

 
 
 
 
 
 
 
 
 
 
 
 

2. Select the Disclosure by clicking on the small circle radio button and click Next. 
 

3. Enter a patient’s last name or the first several letters of the patient’s last name followed 
by an asterisk within the Patient Last Name field. 

 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons:  
 

a. Your search criteria are not correct. 
b. The patient record does not exist 

 
6. Select OK button. 
 
7. Select the Requester. 
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8. Confirm the Requester and Recipient Details, click Next. 

 
 
 
 
 
 
 
 
 
 
 
 

 
9. Enter the Request details, click Next. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10.  Enter Disclosure Details, click Next. 
Note: Disclosure status will be set to Pending because Regular Users do not have the 
authority to approve Disclosures. 

 
11.  Enter the Action Requested from the Action drop down menu. 
 

a. Privacy Specialist – can route to own worklist for approval/denial or route to 
another Privacy Specialist 

b. Regular User – Can route to own worklist for further research or route to a 
Privacy Specialist 

 
12.  Click on Save to process the Disclosure Request. 

 
 
 
 
 

User Guide 17 



Protected Health Information Management Tool  Military Health System 
 
7.2 Disclosure Hyperlink 
 
The second method to record disclosures is through accessing the Record Disclosure hyperlink.  
The Disclosure hyperlink is located on the left of the Patient Tab screen but is only available to 
specific roles. 
 

1. Click on Patient Search. 
 
2. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field 
 
3. Click Search. 
 
4. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist 

 
5. Select the Record Disclosure hyperlink located on the left side of the screen. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6. Complete all fields in the Patient Disclosure form. 
Note: You have the ability to complete the Disclosure in the Disclosure Status field 

 
7. Select Save when you have completed all fields pertaining to the disclosure. 

Note: The Disclosure Type and Disclosure Purpose cannot be set to Undefined. 
 
8. AMENDING DISCLOSURES 

Once a Disclosure has a Disclosure Status of completed, the only way to amend it is by assigning 
it as an Improper Disclosure.  In the event that a disclosure must be labeled as an Improper 
Disclosure the Privacy Specialist must: 
 

1. Click on Patient Tab. 
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2. Click on Patient Search. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist 

 
6. In the Patient Summary Screen select Disclosures, and then click Display. 
 
7. Select the Improper Disclosure by clicking on the associated ID in the Disclosures box. 
 
8. Scroll to the bottom of the Patient Disclosure screen and locate the Improper Disclosure 

section. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

9. Select the Improper Disclosure checkbox. 
 
10. Fill out the Improper Disclosure Description. 
 
11. Fill out the Improper Disclosure Mitigation. 
 
12. Click Update. 
 
13. Re-create the disclosure, if necessary, with the correct information. 

 
9. RESTRICTION OF DISCLOSURES 

Regular Users and Privacy Specialists are able to enter a Restriction of Disclosure or terminate a 
Restriction of Disclosure.  Restriction of Disclosures allows members to restrict uses and 
disclosure of their PHI. 
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1. Click on Patient Tab. 
 
2. Click on Patient Search. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist 

 
6. Click within the radio button to select the specific member.  Click Select. 
 
7. Click on the Disclosure Restrictions hyperlink located on the left side of the screen. 
 
8. On the Patient Disclosure Restriction History Screen, click New. 
 
9. Select the Disclosure Type field and make a selection. 

Note: If a new Disclosure Type is needed please contact the HIPAA Support Center. 
 
 
 
 
 
 
 
 
 
 
 

 
 
10. Enter a start date using MM/DD/YYYY or the calendar icon in the Start Date field. 
 
11. If an end date is available for the request, enter it in the End Date field. 
 
12. In the Restriction Destination field enter to whom the information is being restricted 

from. 
 
13. Enter the specific details of what information is being restricted. 

Note: It is important to be specific in this entry because this will provide other staff 
members with the details about the individual and organization, and about the 
restrictions on the disclosure. 
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14. In the Outcome field, select Approve or Deny from the drop down list.  A corresponding 

approval or denial letter will be generated. 
 
15. Click the Save button. 
 
16. Scroll down the Patient Disclosure Restriction screen and locate the Letters box.  Click 

on the link for the appropriate letter and view it in PDF format. 
 
10. SUSPENSION OF A DISCLOSURE 

A Suspension of Disclosure occurs when an agency requests that the MTF not include a 
disclosure made during the course of an investigation to a patient when they request their 
Accounting of Disclosures.  The following two types can be suspended: Law Enforcement 
Purposes and Health Oversight Activities. 

 
1. Click on the Patient tab. 
 
2. Click on Patient Search. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist. 

 
6. Click within the radio button to select the specific member, and then click the Select 

button. 
 
7. Select the Accounting Suspensions hyperlink located on the left side of the screen. 
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8. The Patient Disclosure Suspension History screen will display.  From here you will have 

two options to create a Suspension: 
 

a. Specific Disclosure - creates a suspension for one particular disclosure. 
b. Type of Disclosure - creates a suspension for all disclosures of a particular type. 

 
9. Select which type of suspension is needed from the New Disclosure Accounting 

Suspension box. 
 
10. Complete all necessary fields.  
 
11. Click the Save button. 

 

11. ACCOUNTING FOR DISCLOSURES 

A Patient may ask for an Accounting of Disclosure at any time.  The PHIMT allows for a quick 
Accounting of Disclosures.  The steps to follow for creating an Accounting of Disclosures will 
depend on whether you are a Regular User or a Privacy Specialist. 
 
11.1 Regular User 
 

1. Click the Requests tab. 
 
2. Click on Disclosure Accounting. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist 

 
6. If the Requester is the same as Patient, then click the Select button below Requester’s 

name. 
 
7. Choose the appropriate Requester and click the Search button. 
 
8. Click within the radio button to select the specific requester.  Click the Select button. 
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9. If the Requester is not found, either the name you are searching for is not spelled 

correctly or there is not a Requester by that name in the database. In this case you will 
need to enter a new Requestor into the database. 

 
 
 
 
 
 
 
 
 
 
 
 

 
10. Confirm Requestor and Recipient Details and click the Next button. 
 
11. Complete the details of the Request Field. 
 
12. If the Requester’s identity has been verified, select the Requester Identity Verified drop 

down menu and choose a value. 
 
13. Enter the Report Start Date and Report End Date fields. 
 
14. Make a selection from the Request Format drop down menu. 
 
15. Make a selection from the Request Clarification drop down menu and select Next. 
 
16. Complete the necessary fields in the Request Action screen, and click Save. 

Note: You can route to your Privacy Specialist for approval or denial or to your own 
worklist if you need to do further research. 
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11.2 Privacy Specialist 
 
To account for disclosures a Privacy Specialist must: 
 

1. Click the Requests Tab. 
 
2. Click on Disclosure Accounting. 
 
3. Enter a patient’s last name or the first several letters of the patient’s last name followed 

by an asterisk within the Patient Last Name field. 
 
4. Click Search. 
 
5. If the search returns no matches then there are two possible reasons: 
 

a. Your search criteria are not correct. 
b. The patient record does not exist. 

 
6. If the Requester is the same as Patient, click the Select button below Requester’s name. 
 
7. Choose the appropriate Requester and click the Search button. 
 
8. Click within the radio button to select the specific requester. Click the Select button. 
 
9. If the Requester is not found, either the name you are searching for is not spelled 

correctly or there is not a Requester by that name in the database. In this case you will 
need to enter a new Requestor into the database. 

 
 
 
 
 
 

 
 

 
 
 
 
 
 
 

10. Confirm Requestor and Recipient Details and click the Next button. 
 
11. Complete the Details of the Request Field. 
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12. If the Requester’s identity has been verified, select the Requester Identity Verified drop 

down menu and choose a value. 
 
13. Enter the Report Start Date and Report End Date fields. 
 
14. Make a selection from the Request Format drop down menu. 
 
15. Make a selection from the Request Clarification drop down menu and select Next. 
 
16. Complete the necessary fields in the Request Action screen. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Route To My Worklist - allows a Privacy Specialist to place it in their worklist to 
follow up on when appropriate. 

• Process Request Now - allows a Privacy Specialist to place it in their worklist for 
approval. 

• Deny Request Now - allows a Privacy Specialist to deny the disclosure. 
• Route to Privacy Specialist - allows a Privacy Specialist to pass the disclosure on to 

another Privacy Specialist to be processed, as established in a User-to-User 
Relationship. 

• Route to Other User - allows a Privacy Specialist to pass the disclosure back to 
another user to process the letter generation after approving/denying the request, as 
established in a User-to-User Relationship. 
 

17. Click Save. 
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12. ADDITIONAL RESOURCES 

• DoD 6025.18-R, “DoD Health Information Privacy Regulation”, January 2003 
• www.tricare.osd.mil/hipaa TMA HIPAA Website 
• hipaamail@tma.osd.mil for subject matter questions 
• hipaasupport@tma.osd.mil for tool related questions 
• Your Service HIPAA representatives  
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